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Decision/action requested

This document discusses the LS from RAN2 to SA3 on EN-DC (R2-1707501).
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Discussion
LS (R2-1707501) from RAN2 contains two questions – one on security keys in EN-DC and the other on actions to take upon DRB IP check failure.
· Security keys in EN-DC

Q1.1: Is there any difference from security point of view between the options 1-3 listed below?

1. a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 

2. a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or

3. a different key for each bearer

SA3 has already agreed, in the draft CR of TS 33.401, that no bearer-specific keys shall be defined for EN-DC. Usage of different keys for each bearer makes key derivation and handling at the UE very complex. Furthermore, in Option 2, the same key per bearer type is used in different termination points (in MeNB and SgNB) simultaneously, which is undesirable from security point of view. Thus, use of Option 1which considers different key per network termination point is recommended.

· Actions upon DRB IP check failure
Before answering the second question (Q2 series) on DRB IP (Integrity Protection) check failure, it should be noted that IP for DRB is optional. Therefore, there’s no security issue when IP for SCG DRB is not used.

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
Integrity check failure occurs when there is a mismatch between the PDCP COUNT value stored at the UE and the eNB. TS 33.401[2] clause 7.5 states that " the eNB may release the connection or report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker". Similarly, it is recommended that the network and the UE shall discard the packets and trigger some kind of failure handling procedure.
Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?
It is proposed that the failure handling should be done for each packet, so the failure for one DRB doesn’t affect other DRBs.
Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 
There’s no difference between MN and SN, except for existing of DRB IP check handling in SN when DRB IP is used.
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Conclusion
This pCR discusses the questions from RAN 2 in R2-1707501 in detail and proposes the draft reply LS in a companion contribution in S3-172054.
